Introduction:
A directory service stores data on users, computers and other resources in the network and serves that data to the clients on request. There are various directory services including DNS (Domain Name Service), which stores domain names for the Internet servers, NDS (Novell Directory Services) for Novell NetWare, X.500 the popular directory for OSI model etc. used for different purposes in different environments. LDAP is a directory service based on X.500 directory architecture, intended to provide directory services in Internet compatible environments.
LDAP is an open standard and is used to provide directory services to applications ranging from e-mail systems to distributed system management tools. Popular web browsers such as Internet Explorer, Netscape Navigator etc. are all LDAP enabled. LDAP is becoming more and more popular with the wide usage of Internet.
Background of LDAP:
Before getting into the details of the study it is worth noting a few key information on LDAP to create a flow in the sequence for the future discussions.
-The complexity of X.500 tempted innovators to develop a lightweight version of it, which was known as LDAP. LDAP was initially developed at the University of Michigan with an objective to include most of the features of X.500, while eliminating the burdens and difficulties of the same.
-Lightweight Directory Access Protocol (LDAP) is an IETF open standard to provide directory services in the network.
-LDAP works on a client server model on the TCP/IP network. In the client server model, an LDAP client makes a TCP/IP request to an LDAP server and the server responses to the client's request.
-Unlike other proprietary directory access systems, LDAP is an open industry standard protocol.
-The current Version of LDAP is LDAP V.3 released in December 1997 (RFC 2251). Other specifications of LDAP can be found in different RFCs on the IETF (Internet Engineering Task Force) website.
-In LDAP, the basic unit of information is an entry. Every entry has a unique Distinguished Name (DN). Each entry can have several pairs of attributes (such as "cn" for common name, "mail" for email address etc.) and values.
-The data structure in LDAP is like that of a hierarchical tree. LDAP protocol does not specify anything about a data storage mechanism for the LDAP server. Different venders follow different mechanism to store the tree structure.
-The LDAP protocol specifications provide three types of functions for the LDAP directory, viz., (i) interrogation operations that allow questions to be asked to the directory, (ii) update functions to add, delete and modify data in the directory, and (iii) authentication and control operations.
-In addition to the three main groups of operations, the LDAP protocol defines a framework for adding new operations to the protocol via LDAP extended operations. Extended operations allow the protocol to be extended in an orderly manner to meet new marketplace needs as they emerge.
Data structure in LDAP
In LDAP, the basic unit of information consists of an entry. Entries are stored in directories. Directory entries are arranged in a hierarchical tree-like structure. Every entry has a unique Distinguished Name (DN). Each entry has several pairs of attribute and values. The attributes are like "c" (for country), "o" (for organization), "ou" (for organizational unit), "cn" (for common name), "mail" (for email address) etc.
Data in LDAP is organized in a hierarchical tree like structure. The users navigate through the tree to search the desired resources like users, computers, printers, routers etc. The user can search LDAP entries based on a given condition, for example, "ou=sales and cn=John".
Data storage in LDAP
As LDAP does not provide any specification on the data storage, different venders can implement different mechanism for data storage as found suitable to the specific vender or environment. Although underlying data storage system between different LDAP servers can differ, this disparity does not affect the functionality or interaction of LDAP clients. LDAP protocol does not expose this disparity in data storage to the LDAP clients or users of LDAP interface.
For example, an LDAP server may store data in a Flat file, or in RDBMS. The LDAP client applications such as LDAP enabled web browsers like Netscape communicator and Internet Explorer can use LDAP directory interface without having knowledge on the underlying data storage mechanism.
How LDAP works
LDAP works on a client server model on the TCP/IP network. In a client server model the client makes a TCP/IP connection and sends requests to an LDAP server. The LDAP server authenticates the client and does the necessary operation based on client's requests. Finally the LDAP server returns a response containing any results or errors to the requesting client. LDAP servers provide their service using a default port 389.
The LDAP protocol specifications provide three types of functions for the LDAP directory, viz., (i) interrogation operations that allow questions to be asked to the directory, (ii) update functions to add, delete and modify data in the directory, and (iii) authentication and control operations.
When a client sends a request to the LDAP server, it also sends a set of credentials along with the request for authentication. The server checks whether the credentials are correct for the given DN (distinguished name). If the credentials are correct then the client is authenticated and the server executes client's request. If the credentials are not correct then the server discards the request and terminates the connection.
Application of LDAP
LDAP supports representation of heterogeneous real world entities in a single instance of the directory. LDAP directories are being used to store address books, contact information, customer profiles, network resource information, user policies etc. which are useful in applications like email, groupware etc.
With the growing use of Internet, LDAP is becoming more and more popular to provide directory services to a wide range of applications. There have been attempts to integrate LDAP to other directory services and serve various other corporate data through LDAP.
The present study on LDAP
LDAP is becoming more and more popular to provide directory services to applications ranging from e-mail systems to distributed system management tools. With the growing use of LDAP for maintaining various corporate data, there is a need for improving LDAP to meet the requirements of the corporate networks. In fact there has been a lot of inventions on different aspects of LDAP during last 10 years.
If we analyze the patents on LDAP we find that there have been a lot of inventions on various aspects of LDAP, including data storage in LDAP, data security in LDAP, data searching in LDAP, integrating LDAP with other services etc. In order to make further developments on LDAP it is necessary to know what exactly are the inventions made on each of these aspects, what is the degree of advancement in the technology, how much is yet to be achieved in different aspects of LDAP technology.
The present study is based on 60 selected patents related to LDAP issued by US Patent Office. The objective and methodology of the study is as follows.
Objectives of the study
The objective of the study is to know: -Exploring the key components of LDAP.
-Which aspects of LDAP have been treated as hot or addressed more often by the inventors.
-Is there any trend in the series of inventions?
-Which areas of LDAP are yet unexplored? In other words, which aspects are potential to be addressed in future inventions.
-How can TRIZ be used in analyzing the patents? Is there any TRIZ method, such as Principles, Contradictions, Ideality, S-Fields or something that applies to the analysis effectively?
Methodology followed in the study
Criteria for selection of Patents: -The USPTO database was given a query to list all patents having "LDAP" in the 'title' or 'abstract' of the patents. About 100 patents were found in the search results as of July 2006.
-All the above 100 patents were examined and 60 of them were selected for the current study based on their relevance to LDAP.
-The 'assignee' or 'year of issue' is not considered for criteria of selection. However, the distribution according to 'assignee' and 'year of issue' are presented in the findings of the report.
Distribution of Patents:
-For the purpose of analysis the inventions are distributed into different topics on LDAP, such as on LDAP data Storage, Integration of LDAP with other Services, Improving the LDAP interface for data access, Improving performance of LDAP data searching, Using LDAP for storing various other data etc.
-The distribution of patents into the above categories is not mutually exclusive. Some patents cover more than one of such topics.
Using TRIZ for patent analysis:
-The patents were analyzed using TRIZ techniques. The major TRIZ techniques used are Ideality, Contradictions, Inventive Principles, and Trends of Evolution. Besides Evolutionary Potential (EP) was also used to analyze the evolutionary potential in some cases.
-The analysis of each group of patents is presented in separate reports.
Presentation of reports:
-This is the summary report for the study, which contains Background of LDAP, Study Objectives, Methodology and Summary of Findings.
-The details of patent analysis different groups of patents are presented in separate reports for convenience of publication.
-The TRIZ based analysis of different groups of patents is presented in separate reports for convenience of publication.
Study of inventions on different aspects of LDAP
As there are several inventions on LDAP the inventions were strategically grouped under the following heads for ease of analysis. Each group of patents are analyzed with specific focus on the topic and presented in separate articles.
-Inventions on improving the LDAP data storage -Inventions on LDAP data processing and security -Inventions on LDAP maintenance and administration -Inventions on improving data searching in LDAP -Inventions on improving LDAP interface for data access -Inventions on extending functionality of LDAP -Inventions on Integrating multiple LDAP services -Inventions on Integrating LDAP with other Directory services -Integrating LDAP with other Systems/ Environments/ Business Processes -Inventions on Implementing LDAP for different purposes -
Summary of Findings of the study
The study finds that LDAP was born as an open standard, but it is getting caught by patents from all angles. There are people who write RFCs for Internet Protocols and Open Standards for public use. On the other hand the corporate firms and business organizations are rushing to patent anything and everything that is patentable and yet not patented.
This report will present some interesting findings of the study on LDAP, starting with some statistical breakup of patents to some hot topics of invention.
Distribution of patents according to assignees
Out of the 60 patents analyzed for the study, International Business Machines Corporation (IBM) holds a major share (25 As we see from the above table, two third of the patents are hold by only 4 companies where as the rest one third is hold by 17 others. As many as 14 assignees hold single patents each. A graphical presentation of this distribution is as below.
Distribution of patents according to year of issue
As LDAP is a recent concept, all the inventions on LDAP are made during the last decade only. The earliest issued patent in the study is issued in 1999. However, the filing of patents started 4-5 years before that. 1999  1  2003  15  2000  3  2004  15  2001  3  2005  8  2002  11  2006  4 The above table shows the distribution of 60 patents taken for the study according to their year of issue. The figures show that the number of inventions is more in the recent years than in the past. The study finds that the number of patents are increasing on the application and controlling aspect of LDAP. The details of finding on each of the above topics will be presented as separate papers.
Hot areas of inventions on LDAP

